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Questions to ask…

• How do you authorize users to view a PDF, no 
matter where it is located
(Web, CD, etc.)

• Is it possible to control concurrent access to a 
Web based PDF?

• How many layers of security can you add to a 
PDF without frustrating the user?

• If you implement a security strategy, should you 
provide technical support to your users?



Web based Standards

The user 
requires a 
copy of Adobe 
Reader and 
the FileOpen 
plug-in



FileOpen Plug-in Installer

ActiveX ExecutableJava



Username/Password Access

• Login required for access 
to the first PDF

• Login not required for 
access to 2nd, 3rd, etc. 
PDF in this session

• Acrobat plug-in 
communicates with 
server to display custom 
login dialog

• Access is granted by the 
server if the login is 
verified



Access to PDF granted



Disable the Save Button

FileOpen 
allows you to 
disable the 
Save Button in 
the Acrobat 
Toolbar



Web Admin Screens

ABYC uses these admin screens to add or remove users, control when 
the access expires, and control the number of concurrent users allowed



CD based Standards

Activation is 
required the 
first time the 
CD is used



Login to Activate CD

If the user tries to open a PDF before CD activation, 
they are redirected to the login screen.



Permission is Granted

Offline permissions 
are downloaded to 
the user’s hard 
drive



CD Admin Screens

ABYC uses these admin screens to increase the
number of installs allowed by the user of the CD.



Internet Access is Required!

• Internet access is required to activate the 
CD the first time. This was a problem for 
users not connected to the Internet, 
perhaps in a secure environment or 
located remotely

• Security was reduced on the most recent 
product making it easier for users to 
install; Internet access was not required



• FileOpen Web Publisher (www.fileopen.com)
• ARTS PDF Search (www.arts.com)

Tools mentioned in this Case Study
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